
Starting from 2022 some it companies 
may be required to set up local offices in 
Russia, according to new legislation

On 1 July 2021 Russia adopted the new federal law on online 

activities of foreign companies in Russia (the «Law») that 

applies to certain foreign legal entities, organizations and 

individuals, and sets up unprecedented measures in cases of 

non-compliance with the new requirements.
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The Law itself does not provide for details on criteria or approach to calculating online audience for 

relevant information resources. Specific requirements are expected to be further developed and 

adopted by the competent authority – the Federal Service for Supervision in the Sphere of Telecom, 

IT and Mass Communications (Roskomnadzor). According to the draft of these requirements (as 

available online), Roskomnadzor expects to get the data from foreign owners themselves, or, if not 

available, to collect information via user counter plugins or in open sources online. This approach 

means that Roskomnadzor will most likely have an opportunity to assess compliance with the 

audience threshold at its own discretion. It is worth mentioning that when a similar threshold was 

introduced in 2017 regulation of VOD services in Russia, Roskomnadzor, also tasked with the 

application, failed to come up with a clear approach or methodology for the calculation of the online 

audience, or the operation of the relevant register of regulated platforms.

Scope

The Law introduces the definition of the so-called «information 

resources of foreign persons» which mean websites, 

webpages, IT systems and software daily access to which is 

performed by more than 500,000 users located in the territory 

of the Russian Federation. Owners and operators of such 

foreign information resources will be subject to the 

requirements of the Law, provided that at least one of the 

following criteria is satisfied:

1) the foreign information resource provides and/or 

distributes information in Russian, or in any of the state 

languages of Russian regions or in other languages of the 

peoples of the Russian Federation;

2) the foreign information resource contains advertising targeted at customers located in the 

territory of the Russian Federation;

3) the foreign person processes data on users located in the territory of the Russian Federation; or

4) the foreign person accepts payments from Russian individuals or legal entities.
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In addition to the above owners of informational resources of foreign persons, the Law will also apply to 

the following entities and individuals:

1) foreign providers of hosting services and other operators who ensure online placement of 

informational resources whose users are located, among other, in the territory of the Russian 

Federation, 

2) foreign operators of advertising systems and software designed and used for online placement of 

advertising for customers located, among other, in the territory of the Russian Federation, via third 

party resources, and

3) foreign persons operating systems and software used to accept, transfer and/or process electronic 

messages of online users, including those located in the territory of the Russian Federation (in 

other words, online messengers).

Roskomnadzor will determine which foreign persons fall under the three categories above with the use 

of a separate methodology to be developed by the Russian Government. Technically, these categories 

are not required to satisfy the daily audience criteria, according to the Law.  

Sanctions 

The Law introduces a number of substantial measures that 

can be applied to foreign persons in cases of failure to 

comply with its requirements, including prohibition of 

distribution of advertising of a foreign resource in Russia, 

prohibition of placement of advertising on the foreign 

resource, limitations on money transfers from and to the 

foreign resource from Russian entities and individuals (with 

the assistance of the Russian Central Bank), restriction on 

appearance in search results, restrictions on collection and 

transborder transfer of personal data, partial or full 

restriction of access to the foreign resource. All of these 

measures can be applied by Roskomnadzor at its own 

decision, depending on the scope and duration of violation. 

Specific requirements and order of notification and 

application of sanctions in the majority of cases will be set 

forth by separate legal acts to be adopted by the Russian 

Government. 

It is noteworthy that such measures as limitations on 

money transfers and transborder transfer of personal data 

are completely new for Russian legislation and 

enforcement practice. Which is why it may be difficult at the 

moment to predict the outreach and severity of their 

application in specific cases. In any case, the variety and 

materiality of these measures is unprecedented for Russian 

legislation in the sphere of IT regulation. One could say that 

Russia has decided to drastically change its approach to 

sanctions applicable to foreign online business after a few 

years of unsuccessful attempts to bring such major 

companies as Facebook and Twitter to compliance with 

some of the recent requirements.

Requirements

All of the above-described foreign 

persons performing online activities in 

the territory of Russia that are subject to 

the Law, are required to:

1) display online an electronic request 

form for Russian citizens and 

entities; 

2) register a personal account with 

Roskomnadzor; and

3) staring from 1 January 2022 

establish and ensure functioning of 

a representative office or a 

subsidiary in the territory of the 

Russian Federation. 

All foreign persons with registered 

accounts with Roskomnadzor will be 

added to the register publicly available 

on the website of the regulator. The list 

of information available online will 

include all the information provided upon 

Roskomnadzor’s requests, as well as 

information on any sanctions applied to 

relevant informational resource. Among 

other requirements, foreign persons 

included in the register will be required 

to enforce measures on limitation of 

access or deletion of information in 

accordance with applicable Russian 

legislation.

The Law has entered into effect on 1 July 2021. The requirement to set up 

representative offices or subsidiaries in Russia will apply starting from 1 January 2022. 

And the responsibility for failure to provide information on advertising to the relevant 

regulator will apply from 1 September 2022.
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